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Abstract
Pull-request-based development (PBD) is the dominant workflow
in modern open-source software (OSS), where pull requests (PRs)
are the central coordination unit for review, CI/CD validation, and
fixing security vulnerabilities. Existing research studies PR respon-
siveness, CI/CD performance, and vulnerability handling in isola-
tion, even though delays and security risks accumulate through the
same PR-mediated workflow. To address this gap, this thesis treats
PBD as a unified workflow and investigates how suboptimal PR
management creates avoidable PR delays and increased security
risk. We provide empirical evidence and tools to address these cou-
pled outcomes. Overall, the thesis connects efficiency and security
through one PR-based workflow. It provides actionable guidance
for reducing PR delays by characterizing and improving key ef-
ficiency bottlenecks, and offers recommendations for improving
vulnerability management by developing an LLM-based, low-noise,
evidence-driven security alert system.
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1 Introduction
PR-Based development (PBD) is widely adopted in modern open-
source software (OSS) projects, where developers propose code
changes by submitting a pull request (PR) that is then discussed, re-
viewed, validated by CI/CD, and eventually merged [1]. In practice,
PRs become the central coordination unit for both engineering deci-
sions (review, testing, integration) and security actions (building
security fix patches and preparing releases) [2, 3].
Definitions: PR-based development (PBD) is a pull-based work-
flowwhere developers propose changes through pull requests (PRs),
and those PRs serve as the main unit for review, CI validation, and
integration into the codebase [1]. In this thesis, we use pull request
management to refer how developers coordinate and manage cur-
rent practices and how mismanagement within the workflow lead
to avoidable PR delays and elevated security risks [1, 4].
Motivation:When a PR management is suboptimal, projects incur
two coupled costs. First, the development efficiency gets affected.
Varying first response developers, use of automated tools, ineffec-
tive caching practices often delay reviews, prolong PR lifetime and

increase contributor retentions [2, 5]. The same delay along with
developer’s practices also affect security fixes, which are proposed
and fixed through PRs and later get released for other dependent
projects. As a result, the subsequent releases are delayed, which
can extend the downstream security risks [6]. Motivated by this,
our thesis studies suboptimal PR management as one problem with
two coupled outcomes which are avoidable PR delays and avoidable
downstream security risk.
Challenges: Three recurring challenges motivate our work.

(C1) First response in PBD: The time to the first response is a
widely used indicator of how responsive project maintainers are [2].
However, modern PR workflows frequently include automated bots
that comment, label, and run checks [7]. These responses can make
a project appear responsive even when the first human response
is delayed. This motivates the need to understand the time to first
response and how it affects the PR review process.

(C2) CI/CD efficiency in PBD: PBD also gets affected when
CI/CD workflows are slow and repeatedly re-execute redundant
work [5]. Caching is a common mitigation, but it is not a one-
time optimization. It must be configured, updated, debugged, and
sometimes reverted, and ineffective caching can prolong the PR
lifecycle [8]. While prior work studies CI/CD evolution holistically
[9], caching is treated as one of many general maintenance activities.
Our work presents the first cache-centric empirical study of GitHub
Actions workflows.

(C3) Vulnerability management in PBD: Vulnerability man-
agement in PBD is often non-coordinated. Upstream projects vary
in how they disclose and document security fixes [3], while down-
stream projects rely on automated dependency-update tools that
can be noisy and inconsistently configured [10]. Even with such
tools, adoption delays frequently remain substantial [11].
Gaps addressed in this thesis: This thesis treats PBD as a unified
PR workflow, namely, the end to end sequence of PR-mediated
steps through which (i) a change is proposed, (ii) reviewers and
maintainers respond and iterate, (iii) CI/CD validates revisions,
(iv) the change is merged, and (v) when the change is security-
relevant, it is released and then adopted downstream. Under this
view, efficiency and security are inherently linked through the same
PR lifecycle and examined through the lens of PR management, but
together they provide an end-to-end view of how suboptimal PR
management systematically accumulates delays and security risk
across the PR-based workflow. We test the following hypothesis:
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Research Hypothesis: Suboptimal PR management, character-
ized by inconsistent first-response timeliness and ineffective caching
practices, combining with non-coordinated vulnerability manage-
ment, lead to substantial and avoidable PR delays and elevated
security risk in PR based development.

To test this hypothesis, we conduct two connected studies aligned
with Figure 1. First (PS1, completed), we examine efficiency bot-
tlenecks in PDB: RQ1 distinguishes bot-first from human-first re-
sponses and shows that actionable human responsiveness better ex-
plains PR outcomes, while RQ2 analyzes efficiency-oriented mech-
anisms in GitHub Actions, revealing that caching is job-specific
and that failure-driven changes can prolong CI feedback cycles.
These findings support the efficiency dimension of our hypothe-
sis. Second (PS2, in progress), we study vulnerability management:
RQ3 quantifies adoption delays and shows that non-coordinated
practices and automated dependency tools do not ensure timely
updates, and RQ4 proposes an LLM-based system that provides
early, evidence-backed, low-noise security signals to downstream
projects to reduce the risk window. Overall, this thesis connects
efficiency and security through PR-based workflows and provides
empirical evidence and practical tool directions to improve both
efficiency and security in PDB.

2 Understanding and improving efficiency
bottlenecks in PR-based development

PBD depends on timely reviewer feedback and efficient CI valida-
tion, yet PRs often stall due to delayed first responses and redun-
dant workflow executions. Although bots and CI/CD aim to reduce
these delays, bot-first replies can obscure actionable responsiveness,
and efficiency-oriented mechanisms such as caching can introduce
overhead when configured or maintained sub-optimally. We hy-
pothesize that inconsistent first-response timeliness and ineffective
caching practices are core contributors to suboptimal PR manage-
ment. To examine this, we aim to answer two research questions:
(RQ1) How does time-to-first-response affect PBD? and (RQ2)
What challenges in existing efficiency-oriented mechanisms
affect PBD?
2.1 (RQ1) Characterizing time to first response
Motivation: PRs frequently stall while waiting for the first re-
sponse, which can reduce development efficiency and newcomer re-
tention. Since our thesis hypothesizes that inconsistent first-response
timeliness is a core symptom of suboptimal PR management, we
study time-to-first-response as an actionable factor for reducing
avoidable PR delays.
Approach: We first conduct a preliminary study leveraging the
most recent and largest PR latency benchmark dataset provided by
Zhang et al. [2]. We observe that the time-to-first-response should
be carefully interpreted, as many PRs with extremely short time-to-
first-response are generated by bots. Motivated by this observation,
we propose to redefine this concept by considering whether the
response is generated by a human or bot. Then, we conduct an
in-depth empirical study of various types of time-to-first-response
in ten popular and mature projects and classify bots and human
responders using BoDeGha1, and validated our approach.
1https://github.com/sgl-umons/BoDeGHa

Results: Bots are present in all target projects and are responsible
for up to 97.08% first responses, but bot-first response time explains
little of PR lifetime (0.33% variance). In contrast, the time to the sub-
sequent first human response explains substantially more (64.70%).
We also find that 36% of PRs with long first-response times have
short review processes, suggesting potential lifetime reductions if
maintainers respond earlier. We also find that PR complexity (e.g.,
lengthy descriptions) and contributor inexperience correlate with
longer waits for the first human response, and newcomer reten-
tion is 2.63%–37.44% higher when the first human response arrives
within one day [12]. Overall, these results indicate that delayed first-
human responses are a key workflow bottleneck linking suboptimal
PR management to avoidable PR delays.

2.2 (RQ2) Characterizing usage patterns and
identifying challenges

Motivation: In PBD, CI/CD pipelines automatically validate code
changes submitted through PRs, often triggering repeated execu-
tions of build, dependency installation, and test workflows, which
introduces substantial redundancy across runs [13]. To reduce these
costs, CI/CD pipelines rely on efficiency-oriented mechanisms, such
as caching, to reuse previously computed artifacts. However, when
caching is configured and maintained sub-optimally, its effective-
ness degrades, prolonging CI feedback cycles and contributing to
PR stalling. Since our thesis hypothesizes that ineffective caching
practices are a core symptom of suboptimal PR management, we
examine how caching is adopted and evolves over time, and the
challenges that limit its efficiency.
Approach: Our study builds on the dataset of Bouzenia et al. [5],
comprising 952 GitHub repositories and 1.3 million CI workflow
executions. Among them, we only focused on caching adopting
repositories (27.9%). We collected repository-level metadata for
all projects via the GitHub GraphQL (v4) API2 and reconstructed
complete workflow histories of caching adopters using Gigawork.3
Workflow jobs were categorized using developer-defined job names,
adapting the CI/CD phase taxonomy of Bouzenia et al. [5]. Un-
like prior work that primarily focuses on actions/cache [14], we
broaden our scope using GitHub documentation4 to capture both
explicit and implicit caching enabled by default. We retained only
commits modifying caching configurations to track how caching
is introduced, modified, and removed across CI/CD phases, and
complemented the quantitative analysis with a qualitative study
of caching-related commits through diffs, commit messages, and
linked PR discussions.
Results:Our findings show that caching-adopting repositories tend
to be larger and more active, and strategically applied in resource-
intensive CI/CD phases, through direct and package-manager caching.
Cache evolution is highly phase-specific. Build and test jobs exhibit
rapid, iterative parameter and version tuning, while release and
integration jobs follow slower, cautious update cycles. Parameter
updates are failure-driven and frequent (median 4.29 days), whereas
version updates are rare (median 384.13 days).We also observe rapid
cache removals due to ineffective optimization and cache down-
grades where humans manually recover from failed automated
2https://docs.github.com/en/graphql
3https://github.com/cardoeng/gigawork
4https://github.com/actions/cache
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Figure 1: An overview of our research thesis.

upgrades. Overall, caching requires continuous maintenance, and
failure-driven fixes can prolong CI latency and contribute to avoid-
able PR delays, supporting our thesis hypothesis.

3 Understanding and improving vulnerability
management system

PBD is also the backbone of how vulnerabilities are fixed and prop-
agated across the software supply chain. Security patches are typ-
ically created, reviewed, and merged through PRs and only later
reach downstream projects through releases. However, upstream
fixes do not immediately reduce ecosystem risk, as exposure per-
sists while downstream projects continue using vulnerable versions.
This process is further hindered by inconsistent vulnerability man-
agement practices and the limited effectiveness of existing tools,
which are often noisy, inconsistently configured, and lack action-
able security context. Motivated by this gap, our thesis examines
how vulnerabilities are managed and resolved in PBD, and how
adoption delays can be reduced across the dependency chain. We
address this theme through two research questions: (RQ3) How
are vulnerabilities fixed through PRs in PBD? and (RQ4) Can
an LLM-based tool provide early security evidence during
PBD to reduce adoption delays?

3.1 (RQ3) Prevalence of non-coordinated
vulnerability management practices

Motivation: In PBD, vulnerability fixes are delivered through PR-
mediated actions, but upstream patch availability does not immedi-
ately reduce risk in the dependency chain. Downstream projects
often continue using vulnerable versions due to manual and irregu-
lar dependency upgrades, creating adoption delays during which
known vulnerabilities can be exploited. While prior work focuses
on upstream vulnerability management practices, we lack a system-
atic understanding of how vulnerability management in upstream
PBD affects downstream adoption and how effectively the existing
tools mitigate these delays. This thesis quantifies adoption delays

and examines how tool adoption patterns shape the downstream
risk window in PBD.
Approach: We use the dataset of Wu et al. [15], comprising 832
CVEs, 1,078 fixes across 613 upstream projects and their down-
stream dependents. We classify fixes as Silent or Transparent based
on reporting visibility (public/private) and the presence of security
policies, and manually analyze all security policies using open cod-
ing to derive pragmatic recommendations. We enrich the dataset
with PR/issue creation dates, security release dates, and NVD dis-
closure dates to study risk transfer from upstream to downstream
projects. Finally, we quantify downstream adoption delays and an-
alyze dependency management tools and their configurations to
assess their effectiveness in reducing these delays.
Obtained Results: Our results show that developers frequently
do not follow maintainers’ security policies, even when private
reporting and silent fix guidelines are provided. We found 67.70% of
projects have security policies while other do not have them. Our
analysis identifies redundant and ambiguous instructions and de-
rive implications for maintainers. 58.4% of the downstream projects
delay updates by over three months, and only 1.7% update on the
same day as the upstream fix. Our analysis confirms the presence of
Dependabot in downstream projects. Despite tool adoption, down-
stream delays persist, motivating further investigation into the
effectiveness of Dependabot. Currently, we are working on under-
standing and quantifying the effectiveness of dependabot. Overall,
these findings highlight opportunities to improve vulnerabilityman-
agement in PBD through stronger upstream reporting and more
effective dependency-management tools.

3.2 (RQ4) Improving vulnerability management
system

Motivation: Building on RQ3, we find that automated dependency
management tools do not reliably reduce downstream adoption
delays in PBD. While tools such as Dependabot generate security
update PRs, these are often perceived as noisy and overwhelming
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[16]. Moreover, such tools provide limited context about vulner-
ability severity, impact, or consequences of delayed adoption. To
address this, we therefore propose an LLM-based system that ex-
tracts early security evidence from upstream PR workflows and
delivers targeted, low-noise alerts to downstream projects. Our
hypothesis is that early, evidence-backed, project-specific signals
can address these limitations and reduce adoption delays.
Approach:We plan to answer RQ4, by proposing a multi-agent
system that analyzes upstream PR activity to extract early, evidence-
backed security signals and translate them into actionable down-
stream guidance. The system prioritizes and filters security alerts to
reduce noise by adding contextual information and generating con-
cise recommendations for impacted downstream projects. We will
evaluate the approach by measuring its ability to reduce alert noise
and shorten downstream adoption delays compared to existing
automated dependency update workflows
Expected Results: We expect three outcomes. First, we anticipate
our system will produce high-precision, evidence-backed security
signals to help maintainers recognizing severity based security up-
dates without extensive manual investigation. Second, we expect
reduced noise compared to existing dependency management tools
by prioritizing only high-confidence and high-impact cases and by
providing concise, actionable summaries. Third, we expect mea-
surable improvements in downstream responsiveness, including
shorter adoption delays for security fixes. Together, these outcomes
support our thesis goal of improving vulnerability management in
PBD through practical, deployable automation that complements
existing dependency management tools.

4 Related Work
Code change management in PBD: Prior work characterizes
the pull-based model on GitHub and factors associated with PR
outcomes [1], and examines PR latency and decision-making [17].
Time-to-first-response is commonly used to capture reviewer re-
sponsiveness [2], but automated bots complicate its interpretation
[18]. This motivates distinguishing bot-first from first-human re-
sponses, which we address in our thesis.
CI/CD and caching practices in PBD: CI/CD provides automated
validation before merge in PBD. Recent studies examine CI/CD con-
figurations and practices [13] and GitHub Actions’ impact on PR
processes [19], including adoption, evolution/maintenance, outdat-
edness, and developer pain points [9]. Caching reduces redundant
CI work and can accelerate builds [8], but workflow maintenance
and configuration drift can undermine these gains [9]. We connect
these issues to PR outcomes by studying how caching practices and
misconfigurations contribute to avoidable PR delays.
Vulnerability management in PBD: Vulnerability fixes are often
developed via PRs and later reach downstream projects through
releases. Prior work studies release and disclosure behaviors in
OSS and quantifies lags [3]. To reduce adoption delays, projects
increasingly rely on automated dependency-update tools such as
Dependabot 5. Prior empirical studies report the effectiveness of
Dependabot in resolving vulnerabilities [10]. Despite of its effec-
tiveness, developers find PRs generated by Dependabot are noisy

5https://github.com/dependabot

[16]. We address this gap by developing an LLM-based system that
resolve this and provide targeted and low-noise alerts to developers.

5 Conclusion
Despite the prevalence of pull-request-based development (PBD),
responsiveness, CI/CD efficiency, and vulnerability management
are often addressed in isolation, even though delays and security
risk compound through the same PR-mediated workflow. This the-
sis treats PBD as a unified workflow and argues that suboptimal PR
management creates two coupled outcomes: avoidable PR delays
and avoidable downstream security exposure. Our results identify
workflow bottlenecks that prolong PR throughput and extend expo-
surewindows after security fixes are released, motivating actionable
recommendations and tooling directions to improve efficiencywhile
reducing risk. Future work will evaluate an LLM-based, low-noise,
evidence-driven security alert system that extracts early security
signals from upstream PR activity to support faster adoption.
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